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Protecting your clients from Cyber
Attacks with Cyber Essentials

Cyber Essentials is a government-backed, industry supported
scheme to help organisations protect themselves against
common cyber attacks.

High profile Cyber attacks have left companies confused and
concerned about how to protect their businesses and where to
turn.

As a long standing Information Security expert, StarLink provide
help and guidance for any size and type of organisation who is
looking to understand and review their current IT security
measures and adopt policies and controls recommended by the
Cyber Essentials Scheme and other Information Security
standards such as ISO 27001.

StarLink’s ‘Cyber Essentials Scheme Enablement package’
has been designed specifically for SME’s and is a cost
effective way to achieve Cyber Essentials certification and for
the smaller companies, also includes Cyber Insurance.

StarLink is a certified Cyber Essentials Assessor and
members of the Cyber Growth Partnership, the Cyber
Security Forum and the London Branch of the Cyber

Cluster.

High Profile
Cyber Attacks

November 2016

Tesco Bank had to freeze
all online transactions after
fraudulent activity was
discovered on 20,000
current accounts. The bank
has 7.8 million customer
accounts across the UK, of
which 136,000 are current
accounts. The attack is
believed to be the worst
banking security failure to
date, in terms of numbers
of people affected in the
UK.

SAGE

An insider attack breached
the employee data of up to
280 UK customers.
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Al A GLANCE

What are the

Cyber Essentials Enablement Package .
benefits?

* Benchmark current IT processes, controls, policies and
procedures with Cyber Essentials Scheme guidelines Highlights your biggest

and recommendations threat and weakest

points so that you can

* Highlight the gaps that need to be addressed for Cyber prioritise and focus on
Essentials compliance e e et
) . o information security that
*  Work with the company to Identify the remediation need urgent attention
effort and costs relating to complying with all Cyber and are the highest risk

Essential scheme to your organisation

* Produce example Information Security policies relating Ensures ‘best practice’ in
to the Cyber Essentials categories, were applicable line with HM
) ) . ) Government Cyber
«  Work with the IT team to self certify against the Basic security initiatives
Level of Cyber Essentials Scheme.

) . Allows your IT resources
* Following successful Cyber Security Scheme to stay focused on their

certification Cyber Insurance is provided core tasks and priorities

Ensures a hygienic
security posture

Helps to reduce your
Cyber attack surface
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